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Abstract 
Many privacy frameworks make a distinction between 
personal privacy and data protection, although these 
two aspects are often entangled. In the case of social 
networks, these two elements are firmly joined. 
Effective, usable privacy designs for social networks 
can provide a means for supporting both data 
protection principles and personal privacy goals. 
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Introduction 
In an extensive review of HCI research and privacy, 
Iachello and Hong [2] identified two distinct privacy 
perspectives: data protection and personal privacy. 
Data protection is defined here as “the management of 
personally identifiable information, typically by 
governments or commercial entities.” [2, p.11]. This is 
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the realm of the regulators, who legislate and formalize 
the collection, use, and disclosure of information.  

Iachello and Hong’s second perspective is that of 
personal privacy, defined as “how people manage their 
privacy with respect to other individuals, as opposed to 
large organizations.” [2, p. 12] This aspect speaks 
more to interpersonal interaction, and the various 
contexts in which people decide to disclose (or not 
disclose) information. This type of boundary regulation 
is highly nuanced, and incorporates many elements 
that are not captured by data protection principles. 
Burgoon [1] makes a similar distinction between 
interactional privacy (based around social relationships) 
and informational privacy (which includes aspects of 
disclosure that may be regulated by law). 

Although these two perspectives are often contrasted, 
there are many instances in which there is overlap 
between the two, and they interact to make a more 
complex privacy context. As Lederer et al. [4] indicate, 
there are scenarios in which both personal and data 
protection aspects apply, such as personal email 
travelling over institutionally-controlled networks. An 
even more relevant example is commercial social 
networks, where a corporation (the social network 
provider) acts as the channel for interpersonal 
communication between individuals and groups; these 
corporations are usually bound by regulatory privacy 
laws. Users provide information to people their social 
groups, but this information is also shared with the 
social networking company: this corporate relationship 
complicates the sharing context. On a practical level, 
the social network service provides the tools that 
people use to carry out sharing and to configure their 
privacy goals. Individuals attempt to build social 

connections and regulate their boundaries, but in doing 
so, may be limited: they only have access to those 
privacy features provided by a social network, and are 
constrained to use whatever interface designs that the 
system provides, no matter how unusable they may be. 
If people are not clearly informed about how their data 
is being used, and are unable to effectively control how 
it is disclosed, then this is a failure for both data 
protection and personal privacy. Addressing this 
problem requires the application of good design, which 
is a key privacy challenge for social networks. 

Social Network Users’ Bill of Rights 
At the 2010 ACM Conference on Computers, Freedom 
and Privacy, a series of discussions were held on 
developing a “bill of rights” for users of social networks, 
intended to clarify users’ expectations on how their 
accounts and data will be handled [6]. Many of these 
rights overlap with privacy principles traditionally used 
in the regulatory domain, including data minimization 
and consent. To date, these rights have not been 
formally adopted by any social network, but they reveal 
the dominant privacy principles that emerged during a 
debate over user’s online rights. Of particular interest 
to privacy and design are the following items: 

• Clarity: Make sure that policies, terms of service, and 
settings are easy to find and understand 

• Control: Let me control my data, and don’t facilitate 
sharing it unless I agree first 

• Right to know: Show me how you are using my data 
and allow me to see who and what has access to it [6] 

 
Each of these requires some support from design, to 
ensure that users understand how their information is 
being shared and how to correctly control sharing. 



 3 

Clarity requires that information — which may be 
complex — be presented in such a way that users can 
comprehend it. Control of data sharing often relies on 
interface design to support users in carrying out their 
sharing intentions (for example, in providing tools that 
effectively allow users to share selected items with a 
desired subgroup.) The right to know is a core 
component of informed consent, and requires that 
users be provided with a clear sense of how their data 
is being shared; as with the previous items, design is 
helpful in presenting a comprehensive view of data 
sharing, particularly in complex social networks with 
granular settings.  
 
In this case, design decisions in support of the “bill of 
rights” — which focus primarily on data protection—also 
support boundary management between individuals, 
giving them greater ability to manage interpersonal 
sharing through social network tools.  A number of 
privacy-supportive designs have been proposed for 
social networks, some of which are explored below. 
These designs, drawn from the HCI literature, will be 
discussed not only in terms of how they support 
interpersonal privacy, but in how they also support data 
protection principles – in this case, as proposed in the 
social network “Bill of Rights.” 
 
Privacy Interfaces for Social Networks 
Lipford et al.[5] prototyped and evaluated alternate 
privacy interfaces for social networks, with the goal of 
assisting users in making privacy choices. They 
compared two different interfaces: Expandable Grids 
and AudienceView. Each of these interfaces was 
designed to help users create access control policies 
(i.e., manage sharing of resources with different people 
and groups). Expandable Grid is a more general design 

for access control policies, which provides a compact 
matrix view that shows what a policy does and does not 
allow; users can drill down to see more detail, and can 
test combinations of access rules to test what the 
actual effect on sharing would be. 

AudienceView was designed to represent policy from 
the perspective of different audiences, allowing a user 
to validate how their shared information would appear 
to a variety of users and groups, given certain sharing 
settings. The authors applied these two interface 
designed specifically to Facebook privacy controls, as 
shown in Figures 1 and 2, and compared them in a user 
experiment. The results of the study showed that both 
designs were highly usable, with few configuration 
errors and high user satisfaction, and with little 
difference in performance between the two. These 
designs gave users effective control over their sharing, 
with clarity of privacy settings, and above all, provided 
a clear understanding of how their information was 
being shared with other parties. 

Location Privacy in Social Networks 
Another example of privacy design involves locational 
privacy in social networks, as explored by Jedrzejczyk 
et al. [3] The authors proposed that real-time feedback 
would help users to make more informed privacy 
decisions about how their location information is being 
used. They developed BuddyTracker (Figure 3), a 
mobile location-sharing service, to evaluate this 
concept further; the interface included privacy controls 
as well as alerts when location data was accessed. They 
found that their approach was promising for preserving 
privacy, and they developed a set of high-level design 
criteria for the real-time sharing of location data. One 
key criterion was trustworthiness, which is supported 

Figure 1: Expandable Grids interface, 
from [5] 

Figure 2: AudienceView interface, from [5] 
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by giving users control: they must be aware of who has 
access to their location information and they must have 
the ability to share that data—or not—as they wish. 

The BuddyTracker designs were not instantiated in a 
specific commercial social network, but as many such 
services do incorporate location sharing (such as 
Facebook Places), the authors’ design criteria could be 
applied to support user privacy within this regulated 
domain. To return to the Bill of Rights principles, this 
prototype demonstrates another method for 
instantiating the elements of clarity, control, and the 
right to know in a specific design for locational privacy 
for social networks. 

Personal Privacy Meets Data Regulation 
These examples demonstrate some of the ways in 
which design has been applied to help support privacy 
in social networks. Because of the complexity of the 
data sharing context—multiple parties, with a mixture 
of personal and corporate—users require assistance to 
help them know how their data is being used, and by 
whom. Good design plays a key role in providing this 
assistance, to help guide users in protecting their 
privacy. Appropriate data sharing is important for 
building and maintaining social relationships, but also 
from a regulatory perspective: privacy protection 
requires knowledge and consent of how data is 
collected, used, and disclosed. These requirements 
hinge on the design choices made in information 
systems (such as social networks). In order to give 
users the tools they need in making informed privacy 
choices, we must go far beyond the simple provision of 
online privacy policies that serve only to spell out the 
legal requirements. Instead, we must look to the 

specific, practical elements of user interfaces for 
privacy, which people rely on to provide clear, 
understandable information and effective sharing 
controls. Regulatory privacy goals cannot be fulfilled in 
the online environment without appropriate designs to 
support them. Research into personal privacy has 
resulted in a number of effective, nuanced designs that 
take into account the contextual nature of privacy in 
different social contexts. It is vital that companies 
bound by privacy regulations take advantage of these 
designs and adopt them, to not only improve the user 
experience, but also to fulfill their privacy obligations. 
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Figure 3: BuddyTracker interface, 
from [3] 


