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Abstract 
Anticipation of associated risks is an inherent part of 
managing the publicity/privacy demarcation. This paper 
examines the implications of uncertainty, in particular 
the effects of not knowing the intentions and nature of 
another entity accessing and using collected data. We 
posit that this type of uncertainty is increasingly 
common in the networked world. In an online 
experiment (N=1,911), the information given about 
data user’s type (individual/organization/hidden) and 
intentions (negative/neutral/hidden) was manipulated 
in nine scenarios and risk perception measured. 
Preliminary results suggest a statistically significant 
effect of unknown intentions: users are more concerned 
about data collection when they are uncertain about the 
intentions of the entity accessing the data.  
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Introduction 
Altman’s influential theory [2] and its applications to 
HCI suggest that privacy in the networked world is an 
interactive process where disclosure is optimized to 
one’s own personal boundaries and those of the others. 
The present paper is motivated by the observation that 
in many occassions an individual’s knowledge on what 
happens to their data, and particularly who can access 
the data, is limited, and this weighs heavily in their 
perception of privacy-related threats [1]. Do you know 
what Facebook intends to do with your photos, or your 
neighbor who can listen to your WiFi traffic? 
Understanding the effects of uncertainty is critical for a 
full picture of privacy in the networked world.  

Building on existing work [3-8], we hypothesize that 
the perception of risk is based on imagined threats, in 
particular threat scenarios where an individual or an 
organization has acccess to data and 1) may have 
malevolent intentions, 2) may have the capacity to 
execute them, and 3) are outside the user’s sphere of 
influence. In other words, individuals are not that 
concerned about people who they believe have no ill 
intentions. Neither should they be worried about those 
who have malevolent intentions but lack the capacity to 
implement them. Lacking better knowledge, users 
engage in this sort of reasoning where they generate a 
threat scenario and weigh the capacities and intentions 
of the possible antagonists.  

There is considerable empirical evidence for this 
position in other domains (see [3][8]). For example, 
poviding detailed instructions on how personal data is 
processed and stored significantly reduces concerns 
about personality tests [4] and employment 
applications [5]. The most direct evidence comes from 

a study that found that employees are concerned not 
as much about the data being collected as the 
individuals/groups accessing them [7]. Other studies 
have confirmed that perceived risk affects behavior 
[6][8]. Behavioral economical analyses also discuss 
biases in risk perception and highlight the importance 
of uncertainty as a factor [1]. 

Method 
The present study is an online experiment where the 
information content of a ubicomp data collection 
scenario was manipulated. Nine seed scenarios were 
generated to cover a wide range of of technologies, 
including PCs, mobile devices, social networking sites, 
teleoperators, credit card companies, surveillance, healt 
monitoring, and healtcare records (Table 1).  

The experimental design was a 3 x 3 within-subjects 
design with Antagonist (private vs. public vs. hidden) 
as the first factor and Intention (negative vs. neutral 
vs. hidden) as the second. These describe what 
information was disclosed about the entity 
accessing/using the collected data. Hidden means that 
that type of information was not provided. The main 
dependent variables are anxiety and concern. These 
were measured with Likert-scale statements adapted 
from previous literature (Table 2). With 9 different 
different sensors and 9 experimental conditions, 81 
scenarios with different information content were 
created. All respondents read and responded to 9 
scenarios. The order in which the conditions were 
presented was counterbalanced across respondents. 

A scenario is a textual description describing a sensor 
that collects data, an agent who has access to the data 
and the agent’s intention. For example, the following 

table 1. Nine scenarios of data 
collection used in the online 
experiment 

1. Your only computer 
contains a device that 
records everything written 
on the keyboard 

2. You are wearing a body 
sensor that measures 
pulse, body temperature, 
electrocardiogram and 
respiration 

3. You have a Facebook-
account 

4. Every room in your house 
is recorded by video 
cameras around the clock 

5. Your all health records are 
in one register 

6. Your phone records all the 
communication (records all 
calls and saves sent and 
received text messages) 

7. Your credit card 
transactions are recorded 
in a database 

8. Your phone locates your 
location with the accuracy 
of 50m 

9. There are cameras 
recording people in public 
places 
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scenario for PC described a public institution 
(antagonist) with a negative intention: 

“Your only computer contains a device that records 
everything written on computer’s keyboard to a file. 
You know that your employer [ANTAGONIST] has a 
possibility to see the file. You find it likely that the 
employer wants to monitor if you are sharing 
confidential information regarding your job to non-
employees [INTENTION].” 

Altogether 1,911 Finnish-speaking respondents filled 
the online questionnaire. All content was in Finnish 
language. 14 answer sheets were blank due to an error 
in the questionnaire service. Participants were 
predominantly female (67.8%). The mean age was 
36.35 years (SD= 13.96), ranging from 14 to 80.  

Results 
Table 3 presents results of statistical testing with 
repeated-measures ANOVA. The two factors and their 
interaction were statistically significant. 

Figure 1 presents means in the nine conditions for the 
statement “I would be concerned about my privacy.” 
Green bars show means from conditions where the 
antagonist was not disclosed (Hidden). Blue bars are 
private antagonists and yellow public institutions. The 
obtained effects suggest that 1) not knowing the 
intention of antagonists is associated with more 
pronounced concern than when the intention is known 
to be neutral. When the intention is known to be 
negative, the level of concern is even higher. 2) 
Secondly, not knowing the antagonist is worse than 
knowing that it is a private individual, but not worse 
than knowing that it is an organization.  

 
figure 1. Levels of concern over all scenarios. Error bars 

denote 95% confidence intervals. 

 

figure 2. Levels of concern in the scenario “Your only 
computer contains a device that records everything written on 

computer’s keyboard.” Error bars denote 95% confidence 
intervals. 

table 2. Questionnaire items for 
measuring perceived privacy risk 

1. I would be concerned about my 
privacy. 

2. I would feel that the collected 
information is private. 

3. I would be concerned about the 
collected information. 

4. I would feel frustration. 
5. I would not be concerned at all. 
6. I would feel that I couldn’t affect the 

collection the information. 
7. I would be concerned of what the 

information would be used for. 
8. I would experience anxiety in the 

situation. 
9. I would be concerned of sees the 

information collected of me. 
10. I would have the feeling of being 

watched. 
11. I would be concerned that the 

collected information could be 
abused. 

12. I would restrict my normal behavior. 
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Figure 2 presents data from a particularly intrusive 
scenario: keylogging on a PC. There, the level of 
concern is quite understandably much higher than the 
average overall scenarios. More interestingly, we see a 
reversal of the effect of Antagonist: Here, the private 
antagonist is associated with considerably lower 
concern than the other antagonists. 

Conclusion 
The decision to own and use a networked computer 
requires a leap of faith. The present results suggest 
that the less an individual knows about the identities 
and intentions of the people who use their data, the 
less comfortable they are when making that leap. This 
underlines the importance of transparency and 
predictability the networked world.  
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table 3. Results from RM-ANOVA 

Factor F df p 

Antagonist 6.52  2 0.001 

Intention 52.33 2 <0.001 

Antagonist x Intention 2.49 4 0.041 


