
 

Exploring Collaborative Privacy Practices
 

Abstract 

With the rapid emergence of collaborative work 

environments, it is critical to understand how private 

information is protected within information systems 

when co-owned and co-managed by multiple people.  

Prior research has studied the design of privacy 

assurance mechanisms for individuals. However, the 

study of privacy in collaborative settings is limited.  In 

this paper, we provide an overview of the theoretical 

perspective for both individual and collaborative privacy 

practices and discuss how privacy by design can be 

enhanced to include consideration for collaborative 

environments. 
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Introduction 

Information privacy and security has primarily focused 

on the individual. In fact, most technological safeguards 

and policies have been oriented towards individual 

privacy practices (IPP) [1]. The concept of privacy as 
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an individual phenomenon appears in research in two 

main forms: the interaction between a single user and 

technology [1] and individual privacy responses [2]. 

This view of privacy is still prevalent despite the 

increasing importance of collaboration in organizations. 

Many organizational settings are highly collaborative, 

where individuals frequently work in teams and privacy 

is a concern for the group and not just the individual. 

The lack of group-level privacy research is problematic 

because this leads to underdeveloped conceptual and 

technical approaches to collaborative privacy practices 

(CPP). There is a critical need to investigate why and 

how people enact CPP. We conceptualize CPP as the set 

of activities that a group of people perform to maintain 

the privacy of the information that they use in their 

work.  While individual privacy practices are important, 

it is also critical that we develop processes and design 

technologies to support collaborative practices. 

Consequently, our work is focused on addressing the 

current limitations in the research by: 

 Improving our understanding of CPP by 

investigating these practices in highly collaborative and 

information-intensive domains (e.g., healthcare) 

 Developing a conceptual model of CCP through 

fieldwork and survey methods 

 Examining privacy-enhancing design features that 

can most effectively support CPP. 

 

Background 

In order to better understand the current privacy 

research, we examined privacy research at two levels – 

individual and group. 

Individual-Level Research 

Conceptually, individual privacy practices are 

understood as a constant management of the tension 

between individuals’ privacy and their publicity. 

Personal privacy is composed of deliberate and intuitive 

privacy practices. While individuals make some privacy 

decisions consciously, the majority are made naturally, 

quickly, and according to social norms [3]. Privacy has 

been described as a dynamic boundary regulation 

process [4], where individuals attempt to balance the 

privacy-publicity tradeoff among many different types 

of information disclosure in order to assume the proper 

identity for a given audience [5]. However, studies 

have shown that individuals are not always rational in 

their privacy decision-making process, which is due to 

incomplete information, bounded rationality, and 

psychological deviations such as giving up a great 

amount of privacy for a small, short-term benefit [6]. 

From a technical perspective, privacy-enhancing 

technologies (PETs) allow individuals to protect their 

information privacy by directly controlling the flow of 

their personal information to others. This includes 

technologies, such as, anonymity tools, cookie 

management tools, encryption, and the Platform for 

Privacy Preference (P3P) and its user agents [7]. 

Therefore, these theories and technologies address 

privacy from an individual perspective, but they do not 

explain what motivates the privacy practices or 

behaviors of collaborative groups. 

Group-Level Research 

At the group level, privacy research explores how 

different communication technologies− especially social 

networking websites− affect interactional boundary 

management among users.  Privacy is seen as a 
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process of maintaining social boundaries among many 

relationships that often overlap, and becomes a group 

issue when the actions of one individual affect the 

relationships of another individual [8]. 

In terms of technology, researchers have only just 

begun examining the design associated with 

collaborative privacy management. Studies show that 

group privacy is context-based and also discursive in 

that a person’s privacy depends on his own information 

disclosures, and disclosures of his personal information 

by others [9,10].  Given this dynamic view of privacy, 

these studies have acknowledged that it is complicated 

to design for group privacy, and that generating privacy 

conversation among users is the first step toward 

addressing the privacy protection problem when 

multiple stakeholders are involved (e.g., a user’s 

privacy actions that concern another user’s information 

access).  Other research has shown that technology-

mediated collaboration can lead to both intentional and 

unintentional invasions of privacy caused by insufficient 

system feedback on what information was released and 

how to control access to the released information [11]. 

These studies show progress towards better 

understanding CPP; however, the research still focuses 

on collaboration among individuals who own and 

manage their own information, and not collaboration 

among groups who co-own and co-manage the 

information. 

Theoretical Gaps 

Based on our review of both individual and group level 

research, we identified three gaps.  First, the literature 

on IPP focuses primarily on individual actions.  It 

considers privacy behavioral responses by individuals 

and fails to recognize the need for privacy actions by 

groups.  However, privacy management is not just an 

individual action, it can be a series of collaborative 

actions between multiple stakeholders who co-own and 

co-manage the data.  In order to provide a richer 

conceptual description of privacy management, we 

must develop an understanding of CPP that involves 

multiple stakeholders who collaborate in information-

intensive environments. 

Second, most empirical studies that have addressed 

privacy concerns have focused on individual 

perceptions. However, these studies do not address 

group-level perceptions.  The most helpful studies will 

be grounded in direct observation of group members 

and their interactions using technology-mediated 

environments. This type of empirical study will aid in 

better understanding CPP. 

 

Third, there has been little research regarding CPP. 

Privacy concerns in collaborative situations have been 

studied in the area of Computer-Supported 

Collaborative Work [12].  However, this research 

focuses on how individuals share personal information 

in collaboration with others without jeopardizing their 

individual privacy.  The research still lacks the study of 

private information that this co-owned and co-managed 

by multiple stakeholders (e.g., private patient records 

managed through a collaborative electronic health 

records system). 

Therefore, our research will target these gaps in order 

to better understand CPP, as well as, to identify 

requirements specific to designing for privacy in 

information systems.  In particular, we will conduct 

qualitative field studies and surveys of healthcare 

teams to investigate CPP. 
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Privacy by Design 

Through our research, we want to extend the Privacy 

by Design research stream [13] to include privacy-

enhancing features that can best support collaboration.  

We plan to use our analysis of ethnographic and survey 

techniques to systematically question the assumptions 

behind designs of privacy enhancing technologies in 

order to generate recommendations for CPP enhancing 

features.  Two areas of technical interest include: 

 Privacy Awareness Mechanisms: Mechanisms to 

ensure that users understand the sensitive nature of 

the information they share. 

 Privacy Feedback Mechanisms: Mechanisms in 

collaborative systems that alert the appropriate 

individuals if their ability to do their work was affected 

by a change in their access to the information. 

 

Conclusion 

Based on our understanding of IPP and the need for 

theoretical and empirical research in CPP, we would like 

to discuss the following with workshop participants: 

 What role do current information technologies play 

in supporting IPP and CPP? 

 What are the design requirements for developing 

more effective privacy-enhancing features in 

collaborative systems? 

 How can a “privacy by design” approach be 

developed to better design collaborative privacy-

enhancing features as fundamental aspect of 

information technologies? 
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